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COMPLETENESS OF VISION »

As of August 2022 @ Gartner, Inc
Gartner

Microsoft

Consistently recognized
as a Leader in the Magic
Quadrant™ for Access
Management

"Gartner® view of the market is focused
on transformational technologies or
approaches delivering on the future
needs of end users.”

Gartner, Magic Quadrant for Access Management, Henrique Teixeira Abhyuday Data, Michael Kelley, James
Hoover, Brian Guthrie, 1 November 2022

Gartner is a registered trademark and service mark and Magic Quadrant is a registered trademark of Gartner, Inc.
andjor its dffiliates in the U.S. and internationally and are used herein with permission. All rights reserved.

This graphic was published by Gartner, Inc. as part of a larger research document and should be evaluated in the
context of the entire document. The Gartner document is available upon request from [insert client name or reprint
URL]. Gartner does not endorse any vendor, product or service depicted in its research publications, and does not
advise technology users to select only those with the highest ratings or other designation. Gartner's research
publications consist of the opinions of Gartner's research organization and should not be construed as statements
of fact. Gartner disclaims al warranties, expressed or implied, with respect to this research, including any warranties
of merchantability or fitness for a particular purpose

Gartner



Microsoft Entra Product Family

ldentity & access . .
management

¥> Microsoft Entra ID

Currently Azure AD

Microsoft Entra ID
Governance

Microsoft Entra
External ID

Formerly Azure AD External Identities

Microsoft Entra
Verified ID

Microsoft Entra
Permissions Management

Microsoft Entra
Workload ID

Network Access

Microsoft Entra
Internet Access

Microsoft Entra
Private Access



Same Azure AD products, all new names

Azure AD

-

Azure AD Free

Azure AD Premium P1

Azure AD Premium P2

Azure AD External Identities

~
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Microsoft Entra ID

-

-

Microsoft Entra ID Free

Microsoft Entra ID P1

Included in Microsoft 365 E3

Microsoft Entra ID P2

|dentity P2 = Identity P1 + Identity Protection
Included in Microsoft 365 E5

Microsoft Entra External ID

~

Azure AD diventa Microsoft Entra ID - ICT Power



https://www.ictpower.it/cloud/azure-ad-diventa-microsoft-entra-id.htm

Microsoft Entra 1D

Help organizations protect access to resources and data using strong
authentication and real-time, risk-based adaptive access policies without

compromising user experience.

2

Secure adaptive Seamless user Unified identity
access experiences management




[dentity / Authentication Scenarios

Cloud user

Password
hash sync

Pass through
authentication

Independent
cloud identity

/

\

User account synced
to Entra ID

Password hash
stored in Entra ID

/

-

User account synced
to Entra ID

\

Federation

/

-

N
Entra ID Connect
responsible for

authentication
J

*optional: enable seamless sign-on

-

User account
synced to Entra ID

J

/

On-Prem ADFS
infrastructure
required
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Configure your devices for Azure AD

Azure AD

Use Azure AD reqistered

for Windows 10/11, iOS, Android, macOS and
Linux (soon) devices

For personal devices to support Bring Your Own
Device (BYOD) scenarios
To manually register devices with Azure AD

Azure AD

Use Azure AD joined

for Windows 10/11 devices

For devices that are owned by your

organization

For devices that are not joined to an

on-premises AD

To manually register devices with Azure

AD

Azure AD

%

=

AD

Use Hybrid Azure AD joined

for Windows 10/11 and down-level devices
such as Windows 8.1

For devices that are owned by your
organization

For devices that are joined to an on-premises
AD

To automatically register devices with Azure
AD

Dispositivi Azure AD Joined, Hybrid Azure AD Joined e Azure AD Registered: facciamo chiarezza - ICT Power



https://www.ictpower.it/cloud/dispositivi-azure-ad-joined-hybrid-azure-ad-joined-e-azure-ad-registered-facciamo-chiarezza.htm

Secure adaptive access

Protect access to resources and data with strong authentication and risk-based access policies

=

User-friendly multifactor Configurable Conditional Access Elevate identity security to block

authentication (MFA) support policies based on context identity takeover in real time with
and risk assessment the power of advanced ML



Multifactor authentication (MFA)

Verify user identities with strong authentication

Including passwordless technology

0000

Microsoft Windows FIDO2 Biometrics  Cert-based
Authenticator Hello Security key Auth

Multifactor authentication
addresses 99.9% of
identity attacks

® = Including phish resistant technology

We support a broad ‘ ‘ ‘ ‘

range of multifactor Push Soft Hard SMS,
authentication options Notification  Tokens OTP  Tokens OTP Voice

multi-factor authentication - ICT Power



https://www.ictpower.it/?s=multi-factor+authentication

Changing the game with passwordless

Make sign in even more seamless, secure, and cost-effective

-

Microsoft Authenticator Windows Hello FIDO2 Security Keys
for Business

Passwordless 2 OO M I Active
momentum passwordless users

passwordless - ICT Power



https://www.ictpower.it/tag/passwordless

Protect resources with Conditional Access

Enable Zero Trust with strong authentication and adaptive policies

Signals Verify every access attempt Apps and data

User and location R i IJ;_I_ _ | Device Allow access

- [OI0I0
Require MFA : ololol
: [OI0I0
Limit access Q

Application A Real-time risk Password reset

3
®

Monitor access



[dentity Protection

Block identity takeover in real-time

Prevent identity compromise
Enforce policies

Seamlessly integrate

Microsoft Entra admin center (Preview)

& B> & & 2 0 O ¢

Number of attacks blocked
T6 vewrwome Aup3200% ast 30 doys

Number of attacks blocked by Identity Protection.

;4

Active attacks in your tenant

Attack Types

Unknown, Steal Web Ses.

Access using 3 vaiid account: 637
Account Disovery: 2

Brute Force: Password Spraying: 22
Email Collection/Hide Artifacts: 2

Obfuscation/Access using praxy: 32

P search resources, services, and docs (G+/)

{ '/:///
//

q

Number of users protected
19 warwose AUp 138% in the last 30

Number of users in this tenant whose risk state is “Remediated” or Dismissed”.

03723 GAMRE OV OAT 0423 0AR3 O43

Attacks Handled

Blocked, Not Remediated

Y 73% (549) Not Remediated
)

Welcome to Identity Protection

Welcome to the new Identity Protection Home. Microsoft analyses trillions of signals per day to identify and protect customers from threats. Leam

mare about Identity Pratection

Mean time to remediate user risk

67 hOUrS weartopse ¥ Down 50% in the last 30 days

Average time for the users’ isk state ta change from “At risk” to “Remediated”

Y

0323 03ABAZ3 A G4 OAR1 0AE3 0423

Risky activity by location

Risky Countries. Risky Sign-ins.

2 38

— Export dashboard () Share

Number of high risk users

26 vewronate  AUp271% in the last 30 days

Numier of risky users with risk level “High',

k]

[
W23 0w 0N 03 A3 BABMUE  owB o

Date range: Last 1 month Risk level | High % Reset filters

utenti - ICT Power

Utilizzare Azure AD Identity Protection per rilevare e gestire i rischi legati all'accesso degli


https://www.ictpower.it/microsoft-365/utilizzare-azure-ad-identity-protection-per-rilevare-e-gestire-i-rischi-legati-allaccesso-degli-utenti.htm

B Microsoft Security

Microsoft's Security Service Edge
(SSE) Solution

» Microsoft Entra Internet Access

» Microsoft Entra Private Access ‘



Rise of cloud and modern hybrid workforce

The rise of cloud workloads and mobile workers is increasingly straining traditional corporate
networks and network security models, resulting in security risks and poor user experience

Challenges with conventional approaches 0
&>

£

: - : A wérkday, Linked )
Dramatic traffic increase strains network
. . aws 3 servicenow @ YouTube
o capacity and on-prem security stack. - . )
Sub-optimal user experience on account Paas Saas Saas

of traffic hair-pinning.

o Users circumvent IT controls and access
resources directly.

o Compromised users/devices can move
laterally on traditional corporate networks.

Remote
workers Corporate networks
network



ldentity-centric Security Service Edge (SSE)

Any user,
any device

ldentities

Endpoints

Conditional Access in
Microsoft Entra ID

Continuous access
evaluation (CAE)

VvV WV WV Vv

Remote
networks

Dedicated tunnels

Verify explicitly

Anywhere

Microsoft global private wide area network
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Enforce unified adaptive T .
Simplify network access security
access controls

Use least privilege

VvV WV WV Vv

Dedicated tunnels

Deliver a great user experienc
anywhere

)

Assume breach

Any apps
and resources

Microsoft 365 apps
and resources

Internet and
Saa$ apps

All private apps

Private web apps



Microsoft's security service edge (SSE) solution

Internet access and private access

Microsoft Entra Internet Access

Secure access to all internet, Saas,
and M365 apps and resources while
protecting your organization
against internet threats.

l] Microsoft 365

& @ =3

Microsoft 365 Internet HQ/Datacenter laaS / PaaS

Internet Access Private Access

Microsoft’s Identity-centric Security Service Edge (SSE) solution

! !

Identities Endpoints Remote networks

Microsoft Entra Private Access

Secure access to all private apps
and resources, for users anywhere,
with an identity-centric Zero Trust

Network Access (ZTNA).

An Identity-centric security service edge (SSE) solution




Microsoft Entra Internet Access

Any user,
any device

ldentities

Endpoints

Anywhere

Conditional Access in

Microsoft Entra ID Microsoft global private wide area network

Remote
networks
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Continuous access . 2
evaluation (CAE) -
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Dedicated tunnels ° Dedicated tunnels

Microsoft's Security Service Edge (SSE) solution

Microsoft Entra Internet Access

Extend Conditional Access Modernize network security to Enhance security and visibility
to your network protect users, apps, and resources for M365 access

]

Configurare Microsoft Entra Internet Access - ICT Power

All internet
apps and resources

Microsoft 365 apps

B8 Microsoft 365
& 0
3y = S

All internet and SaaS apps

¥y Q O
m Yﬂm


https://www.ictpower.it/cloud/configurare-microsoft-entra-internet-access.htm

Microsoft Entra Private Access

Any user, N
any device Conditional Access in st o e et
Microsoft Entra ID
Continuous access . R
., evaluation (CAE) I~
|dentities £ )
. S .
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Remote Dedicated tunnels \
networks

Microsoft's Security Service Edge (SSE) solution

Microsoft Entra Private Access

VvV VWV VvV Vv

All private apps
and resources

Multi-cloud

Dedicated tunnels

Modernize private app access Prevent breaches with
with an identity-centric ZTNA adaptive access controls

Enhance security through
granular app segmentation

Configurare Microsoft Entra Private Access - ICT Power

Corporate
network



https://www.ictpower.it/sicurezza/configurare-microsoft-entra-private-access.htm

DEMO
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Identity
Overview
t Entra ID. Learn more 3
Users
Groups

Devices

Applications

Microsoft Entra admin center

Secure access for a connected world with comprehensive multicloud ident

Identity g :
solutions.

External Identities Learn more &

Show more

Protection 9

Microsoft Entra ID (Azure AD)

Identity governance
Verifiable credentials

Permissions Management

Global Secure Access
(Preview)

Verified ID

at nd verif

Learn & support
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